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Discussion
In NextGen core, the network slicing concept has been considered as main feature, which is consists of 1) service Instance Layer, 2) Network Slice Instance Layer, and 3) Resource layer. Here, the network slice instance, which is a set of network functions forming a complete instantiated logical network to meet certain network characteristics required by service instance, may be fully or partly isolated from another network slice instance.

Regarding different security context in different network slice instances, the following principles are adopted in NGMN [1]: 

· Security Key Isolation between network slices 
· Different Security Key Updates are applied to network slices 
· Different Security Algorithms are applied to network slices

Accordingly, based on above principles, we would like to represent the high-level solution for supporting network slicing.

Proposal

It is proposed to approve the following proposals in TR23.799.

/******************* Start of Change *************/
6.12.1.1.2
Authentication and Key Agreement

The functional allocation for authentication and key agreement is as follows:

-
the CP-AU is a function located in the NextGen CN. The CP-AU performs authentication for the UE agnostically to the access network(s) the UE is connected to.
-
The authentication framework supporting a security context hierarchy to introduce flexibility in deriving the required security context, while maintaining access-dependent aspects in the access networks. Specifically, in this solution:

-
The CP-AU generates at UE authentication and subsequently maintains the Authentication Security Context. The Authentication Security Context is generated upon UE authentication and is applicable to all security functionality for the UE, i.e. CP-CN Signalling Protection, CP-AN Signalling Protection, and User Plane Protection. The Authentication Security Context may be used to derive additional security contexts, e.g. for the specific access network or the CP signalling protection, depending on the UE capabilities and the other functionality (e.g. MM, SM, etc.) required to provide services to the UE.
-
To support network slicing, the Authentication Security Context may be further used to derive the network slice independent security context for the UE. The security context contains:
 - Different security key might be allocated to different network slices – It is achieved by using network slice ID as an input parameter for different key derivation per network slices. This different security key per network slices isolates and increases the security level. For instance, even though the security key for arbitrary network slice A is hacked, other network slices are safe and isolated from the risk of network slice A.
NOTE: If network slices are provided by different 3rd parties, the UE may be required to conduct the network slice authentication separately for each network slice. The result from this authentication shall be used as input parameter for the derivation of the network slice independent security key. Detail mechanism for key derivation is out of scope.
NOTE: This different security key per network slices might require additional signalling and procedure, which is FFS. 
- Different Security Key Updates might be applied to different network slices – Different security key management on inter-cell handover can be considered. If small cell requires frequent security key update due to its small coverage, it requires the latency and processing for the update. 
- Different Security Algorithms might be applied to different network slices– Depending on required security level for network slices, different security algorithms might be applied. For instance, ‘null’ algorithm might be used for network slice, which may require extremely low latency and not very privacy-sensitive (e.g., Augmented Reality Advertisement etc).
-
The CP-AU Authentication Function, upon successful UE authentication derives from the Authentication Security Context, the UE security context(s) for the specific functionality as applicable, further processing the context as follows, e.g.:

-
for AN UP and CP protection: delivers, over AU-AN in NG2, per-UE access independent security context (e.g. keying material) at least to the AN functions.
 -
for CP-CN signalling protection: if control plane needs to be protected between the UE and the CN, CP-AU distributes the CP security context required to protect it.
Editor’s note: Which entities are provided such security context is FFS and dependent on the solutions for mobility management and session management.

-
The CP-AN receives the access independent security context for the UE and generates and maintains the access network specific UE AN Security Context (e.g. for ciphering and integrity protection) based on the AN Security Context provided by the CP-AU. This includes deriving, in the AN, keying material  for use with that access technology.
-
in case of inter-AN mobility, the source AN may transfer to the target AN the access independent security context received from the CP-AU. Then the target AN derives the access dependent AN Security Context specific to the target AN. As an alternative, the source AN or the target AN may trigger the CP-AU to deliver the access independent security context to the target AN, which in turn derives the access dependent AN Security Context for the UE.
Editor's note: Whether and how established security associations or contexts are transferred between Network Functions and (re)used, e.g. when the UE's serving Network Function(s) change due to mobility is FFS.
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Figure 6.12.1.1-3: Security Context Hierarchy in the Unified Authentication Framework
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Figure 6.12.1.1-4: Security Context Hierarchy for supporting network slicing
/******************* End of Change *************/
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